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(57) ABSTRACT

Communication devices may determine routes for packets
based on packet marking, routing parameters and/or costs
associated with routes. A route may be selected and the pack-
ets may be communicated via the selected route. The param-
eters may comprise service class, real time compression,
packet preemption, quality measurements, tier bypass and/or
power usage information. The costs may comprise capacity,
efficiency and/or performance information for power usage,
bandwidth, memory and/or processing. The marking may
comprise traffic type, user device capabilities, service class,
quality measurements, latency requirements and/or power
usage information. Endpoint devices, software applications
and/or service providers may insert the marking into packets.
Routes may be determined and/or selected based on shortest
path bridging, audio video bridging, the marking, the routing
parameters and/or the costs. Parameters and/or costs may be
received and/or discovered from communication devices.
Packets and/or the marking may be parsed and/or inspected.
Costs may be based on routing parameters.
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501 \{ Start >

503 In a network device, determine a traffic type for a packet that
N\ is pending delivery based on packet inspection and/or based
on mark information within the packet

505K In the network device, determine one or more routes via one
or more communication devices for communication of the
packet based on one or more of the determined criteria,
routing parameters and/or costs associated with the one or
more communication devices

507W In the network device, select one or more of the determined
routes for communicating the packet based on the determined
criteria

l

509
K Communicate the packet via the selected one or more
determined routes

511\< ey >

FIG. 5
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1
METHOD AND SYSTEM FOR DYNAMIC
ROUTING AND/OR SWITCHING IN A
NETWORK

CROSS-REFERENCE TO RELATED
APPLICATIONS/INCORPORATION BY
REFERENCE

This application makes reference to, claims priority to, and
claims the benefit of U.S. Provisional Application Ser. No.
61/228,404, filed on Jul. 24, 2009.

This patent application makes reference to:

U.S. patent application Ser. No. 11/963,017, which was filed
on Dec. 21, 2007,

U.S. patent application Ser. No. 11/963,087, which was filed
on Dec. 21, 2007,

U.S. Patent Application Ser. No. 61/228,309, was filed on Jul.
24,2009,

U.S. Patent Application Ser. No. 61/228,368, which was filed
on Jul. 24, 2009; and

U.S. Patent Application Ser. No. 61/228,339, was filed on Jul.
24,2009.

Each of the above stated applications are hereby incorpo-
rated herein by reference in its entirety.

FIELD OF THE INVENTION

Certain embodiments of the invention relate to communi-
cation systems. More specifically, certain embodiments of the
invention relate to dynamic routing and/or switching in a
network.

BACKGROUND OF THE INVENTION

The growth of networking and systems’ connectivity are
some of the major developments in recent decades. Fewer and
fewer systems and devices are operated as stand-alone enti-
ties, and most of today’s systems are increasingly becoming
elements in complex networks. This growth in networking
allows improved performance and increased flexibility. For
example, communication devices such as personal computers
(PCs) including laptops, printers, routers, switches, voice
communication devices, video and/or audio devices, gaming
devices and other devices, are connected together as nodes in
communication networks. Networks are designated in a vari-
ety of ways, and based on a variety of factors. Network
designation may be spatial, based on the scope of connectiv-
ity among the network nodes. For example, a network may be
designated as a personal area network (PAN), a local area
network (LAN), and wide area network (WAN). Network
designation may also be based on the backbone connecting
technology. For example, a network may be designated as an
Ethernet network, a wireless network, and/or a fiber optical
network. Some networks are circuit switched and are built
around dedicated node-to-node connectivity, wherein a dedi-
cated circuit is created and reserved, when needed, between
the communicating nodes. Other nodes are then barred from
utilizing the same connection and/or other entities in the
network to the extent necessary to maintain the circuit. Most
networks in use nowadays, however, are based on packet
switched networks. In packet switched networks, the sending
node simply transmits traffic that is destined for one or more
receiving nodes. The traffic comprises packets that contain, in
addition to data, other information that enables directing the
packets to the receiving nodes. For example, most of today’s
networks are Internet based network and utilizes various pro-
tocols comprising TCP/IP, for example, to facilitate packet
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switching. In this regard, data is encapsulated into packets
that comprise a header portion and a payload portion to enable
transporting, addressing and/or routing among various enti-
ties within or coupled to the network.

Network switching devices, comprising such devices as
switches, routers and/or hubs, are utilized in networks to
facilitate forwarding of traffic between sending and receiving
nodes. Hubs contain multiple ports, wherein packets arriving
at one port are transmitted via all remaining ports. Conse-
quently, hubs are generally operable to perform minimal pro-
cessing. Routers and/or switches also comprise multiple
ports, but unlike hubs, switches are more actively functional
in performing routing operations. For example, routers and/or
switches maintain routing information that enable routers
and/or the switches to examine received packets and process
them accordingly to determine whether the packets are trans-
mitted via the router and/or switch, and if so, to determine the
appropriate ports to perform that transmission. Routers and/
or switches may store, generate, and/or maintain addressing
related information of accessible network nodes.

Some network routers and/or switches, however, may
block traffic. Blocking occurs when a router and/or switch
reaches a point where it is unable to perform additional
switching even though it has not reached its theoretical maxi-
mum throughput, which generally is based on the combined
maximum speeds of all of its ports.

Further limitations and disadvantages of conventional and
traditional approaches will become apparent to one of skill in
the art, through comparison of such systems with the present
invention as set forth in the remainder of the present applica-
tion with reference to the drawings.

BRIEF SUMMARY OF THE INVENTION

A system and/or method for dynamic routing and/or
switching in a network, substantially as shown in and/or
described in connection with at least one of the figures, as set
forth more completely in the claims.

Various advantages, aspects and novel features of the
present invention, as well as details of an illustrated embodi-
ment thereof, will be more fully understood from the follow-
ing description and drawings.

BRIEF DESCRIPTION OF SEVERAL VIEWS OF
THE DRAWINGS

FIG. 1 is a block diagram that illustrates an exemplary
device that is operable to dynamically route and/or switch
data, in accordance with an embodiment of the invention.

FIG. 2 is a block diagram illustrating an exemplary plural-
ity of communication devices that are enabled to route data
based on one or more of routing parameters, costs associated
with a device and/or data mark and/or tag information, in
accordance with an embodiment of the invention.

FIG. 3A is a block diagram illustrating an exemplary
packet comprising an OSI L2 mark, in accordance with an
embodiment of the invention.

FIG. 3B is a block diagram illustrating an exemplary
packet comprising an OSI Ethertype mark, in accordance
with an embodiment of the invention.

FIG. 3C is a block diagram illustrating an exemplary
packet comprising an IP mark, in accordance with an embodi-
ment of the invention.

FIG. 4 is a block diagram illustrating an exemplary data
delivery route comprising endpoint devices and a plurality of
network nodes which may be determined based on routing
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parameters, costs associated with a device and/or marked
and/or tagged packet data, in accordance with an embodiment
of the invention.

FIG. 5 is a flow chart illustrating exemplary steps for rout-
ing data based on one or more of routing parameters, costs
associated with a device and/or data marking and/or tag infor-
mation, in accordance with an embodiment of the invention.

DETAILED DESCRIPTION OF THE INVENTION

Certain embodiments of the invention can be found in a
method and system for dynamic routing and/or switching in a
network. In various embodiments of the invention, one or
more processors and/or circuits in one or more of a plurality
of communication devices may determine one or more routes
over which packets may be communicated. The packets may
be communicated between a first communication device of
the plurality of communication devices and a second com-
munication device of the plurality of communication devices.
Furthermore, the packets may be communicated based on one
or more of corresponding markings within the packets, rout-
ing parameters and/or costs that may be associated with uti-
lizing the determined routes. At least one determined route
may be selected for communicating the packets between the
first communication device and the second communication
device, and the packets may be communicated via the at least
one selected route.

The routing parameters may comprise information for one
or more of service class capabilities, real time compression
capabilities, packet preemption capabilities, quality measure-
ment capabilities, tier bypass capabilities and power usage,
for example. The one or more costs may comprise informa-
tion for one or more of capacity, efficiency and/or perfor-
mance of one or more of power usage, bandwidth, memory
and processing, for example. Moreover, the one or more
corresponding markings may comprise information for one
or more of user device capabilities, service class, quality
measurements, latency requirements and power usage
requirements, for example. The corresponding markings may
be inserted within the packets by one or more of an endpoint
device, a software application, a content provider, a con-
sumer, an enterprise and/or a service provider. The markings
may comprise a mark, a tag and/or bits embedded in a packet,
for example.

One or more routes over which the packets may be com-
municated may be determined and/or selected based on one
or more of shortest path bridging and audio video bridging.
Additionally, one or more routes over which the packets may
be communicated may be selected based on the one or more
corresponding markings within the packets, the routing
parameters and/or the costs. The routing parameters and/or
the costs may be received and/or discovered from the plurality
of communication devices. The packets and/or the corre-
sponding markings may be parsed and/or inspected. One or
more costs may be based on one or more of the routing
parameters. In this manner, routing of packet data via one or
more network nodes may be based on markings within the
data, routing parameters and/or costs associated with the net-
work nodes.

FIG. 1 is a block diagram that illustrates an exemplary
device that is operable to dynamically route and/or switch
data, in accordance with an embodiment of the invention.
Referring to FIG. 1, there is shown a communication device
101, a processor 123, a memory 121, a control plane 103,
routing protocols 105, a routing table 107, a forwarding table
115 and a routing and/or switching circuitry 117.
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The communication device 101 comprises suitable logic,
circuitry, interfaces and/or code that may be operable to route
packets and/or to forward data received from one communi-
cation device to another communication device. In this
regard, the communication device 101 may be a network node
and/or an endpoint device. Routing operations within the
communication device 101 may be performed based on one
or more networking layers, for example, based on the Open
Systems Interconnection (OSI) model. In various embodi-
ments of the invention, the communication devices 101 may
be operable to perform OSI [.2, 1.3 and/or [.4 operations.
Furthermore, the communication device 101 may be operable
to utilize information embedded within data that may be
pending delivery to another communication device. The
embedded information may indicate a preferred method to
handle and/or route the data, and/or requirements for optimal
communication of the data. For example, a data packet may
comprise a mark and/or a tag that may indicate a service class
and/or latency requirements associated with the data. More-
over, when making routing decisions, the communication
device 101 may be operable to utilize a plurality of routing
parameters and/or costs associated with one or more commu-
nication devices that may be candidates for routing the data
through a network, for example. The communication device
101 may be implemented on a single chip, using a chipset, on
a single device and/or a plurality of devices, for example.

The control plane 103 may comprises suitable logic, cir-
cuitry, interfaces and/or code that may be operable to deter-
mine how the communication device 101 will handle packets
that are received and forwarded. The control plane 103 may
be operable to determine that a packet may be discarded or
that a packet may receive a specified quality of service. The
control plane 103 comprises routing protocols 105 that may
specify how the communication device 101 communicates
with other communication devices and/or how routes are
selected, for example. In addition, the routing protocol 105
may determine how a routing table is constructed. Exemplary
routing protocols 105 comprise interior gateway routing pro-
tocol (IGRP), open shortest path first (OSPF), routing infor-
mation protocol (RIP) and intermediate system to intermedi-
ate system (IS-IS). The control plane 103 may also comprise
the routing table 107 that may comprise routes to particular
network destinations.

The control plane 103 may be operable to implement short-
est path bridging (SPB) and/or audio video bridging (AVB),
for example. In this regard, the communication device 101
may be operable to route packet data based on a desired path
cost and/or a desired quality of service (QoS). For example,
the communication device 101 may be operable to route data
via a least cost path and/or a shortest path wherein the path
utilized for routing the data may be AVB enabled. Further-
more, the communication device 101 may be operable to
monitor other network nodes which may be AVB enabled and
may be operable to establish a route via AVB enabled network
nodes. U.S. patent application Ser. No. 11/963,017, which
was filed on Dec. 21, 2007 and U.S. patent application Ser.
No. 11/963,087, which was filed on Dec. 21, 2007 discloses
SPB and/or AVB routing protocol, and are each hereby incor-
porated herein by reference in its entirety.

The control plane 103 may be operable to utilize one or
more routing parameters when determining routes and/or
handling packet data. For example, parameters may enable
packet preemption, quality measurements and/or reporting of
quality measurements, tier bypass and/or power and/or
resource efficiency. Various routing parameters are described
with respect to FIG. 2.
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The control plane 103 may be operable to route packets
and/or configure circuitry according to information that may
be parsed from the packets. For example, the packets may
comprise one or more marks and/or tags that may indicate
how to process and/or how to route the packets. The mark
and/or tag information may indicate that one or more packets
may have higher priority over other packets that may be
pending delivery. For example, packets requiring low latency
may be handled differently than other packets. In this regard,
capabilities of a user device and/or an application that may be
a source of the packet and/or a destination of the packet may
be specified in a mark and/or tag. The mark and/or tag may
specify that data pending delivery may comprise voice over
1P data and/or multi-party interactive Internet gaming data as
an indication of how to handle and/or route the data, for
example. Furthermore, a mark and/or tag may indicate that
data routed for a particular user may be handled and/or routed
according to a specified service class. Various exemplary
marks and/or tags are described with respect to FIG. 2.

The control plane 103 may also be operable to route data
based on one or more costs associated with communication
devices that may be candidates for a packet delivery route.
The costs may comprise factors such as one or more of power
usage, bandwidth availability, memory availability, process-
ing capabilities, energy efficiency, shortest path bridging
availability and/or audio video bridging availability.

The control plane 103 may comprise suitable logic, cir-
cuitry, interfaces and/or code that may be operable to accept
a packet arriving on an ingress link, look up a destination
address for the packet and determine an internal path through
the routing and/or switching circuitry 117 that will direct the
packet outward via a proper egress link. The control plane 103
may be operable to encapsulate egress packets and set various
packet fields. For example, the control plane 103 may modify
a field for quality of service and/or quality measurements or
may decrement a time-to-live field in the packet and may
discard the packet if the time-to-live equals zero. The control
plane 103 may update a check sum.

The routing and/or switching circuitry 117 may comprise
suitable logic, circuitry, interfaces and/or code that may be
operable to direct packets received from a plurality of ingress
links to one or more egress links. The routing and/or switch-
ing circuitry 117 may comprise, for example, input queuing
and output queuing. In addition, the routing and/or switching
circuitry 117 may comprise a subsystem which may comprise
suitable logic, circuitry, interfaces, and/or code that may
enable exchange of data and/or messaging via a plurality of
physical interconnects.

The memory 121 may comprise suitable logic, circuitry,
interfaces and/or code that may be operable to store instruc-
tions and/or parameters that enable functionality described
with respect to the control plane 103. For example, the
memory 121 may be operable to store routing parameters,
costs associated with one or more communication devices
and/or marked data from packets pending delivery. The
memory 121 may be operable to store packet data that may be
received and/or forwarded by the communication device 101.
Moreover, the memory 121 may store the routing table 107.
The routing table 107 may comprise routing information that
may be sent to the forwarding table 115 in the control plane
103. The routing information may comprise preferred routes
chosen by a routing algorithm according to various routing
parameters, costs, data marking information for forwarding
packets. The memory 121 may be communicatively coupled
to the processor 123 and/or the routing and/or switching
circuitry 117.
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The processor 123 may comprise suitable logic, circuitry,
interfaces and/or code that may be operable to execute
instructions and/or utilize parameters that may enable func-
tionality described with respect to the control plane 103. The
processor 123 may be communicatively coupled to the
memory 121 and/or the routing and/or switching circuitry
117. The processor 123 may manage the communication of
packets based on the routing protocols 105. In addition, the
processor 123 may receive information from other routers
and/or other communication devices and may utilize the
received information to construct the routing table 115. The
processor 123 may be operable to receive and/or utilize infor-
mation based on routing parameters and/or costs of one or
more other network nodes when making routing decisions.
For example, information regarding support by the other one
or more network nodes for specified user device and/or appli-
cation data types, various user service classes, packet pre-
emption, quality measurements and/or reporting of quality
measurements, tier bypass and/or power and/or resource effi-
ciency.

In operation, the communication device 101 may be uti-
lized to perform network operations. The communication
device 101 may be utilized, for example, in a local area
network (LAN), to enable transfer of traffic packets between
network nodes in the LAN. For example, where received
traffic packets are TCP/IP traffic packets, the IP headers may
be parsed to determine the source and/or destination address-
ing information for the received traffic packets. Once the
destination nodes are determined, based on routing tables
maintained in the memory 121 for example, the packets may
be transmitted via the control plane 103.

The communication device 101 may be operable, for
example, to maintain routing information that may enable
mapping of a set of destination addresses corresponding to
various network nodes, to a plurality of egress links in the
communication device 101. The routing information may be
stored, generated, and/or maintained by the processor 123 of
the communication device 101, for example. Once the appro-
priate egress links are determined for a received packet, the
routing and/or switching circuitry 117 may be utilized to
transfer the packet to the appropriate egress links.

In some communication devices, for example, hardware,
software and/or logic limitations in the communication
device 101 may result in “blocking.’ Blocking occurs when a
reaches a point where it is unable to perform additional rout-
ing and/or switching even though it has not yet reached its
theoretical maximum throughput, which generally is based
on the aggregate maximum speeds of all of its ports.

Invarious embodiments of the invention, the processor 123
may be operable to determine information indicating how to
handle packet data and/or about capabilities of one or more
communication devices that may be candidates for handling
packets that are being routed through a network. The infor-
mation may comprise various routing parameters, costs and/
or marks inserted within packet data. In this regard, the infor-
mation may enable support of user device capabilities,
support of specified service classes, packet preemption, real
time compression, quality measurements, tier bypass and/or
power efficient communication. Furthermore, the informa-
tion may comprise one or more power consumption, band-
width, memory and/or processing costs associated with com-
municating via a specified device. In this regard, the
processor 123 may be operable to make routing decisions
based on the determined information. For example, a route
may be chosen for delivery of packet data based on a plurality
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of factors rather than based on a minimum number of hops,
for example. The marks may be referred to as markings and/or
tags.

The marks that may be inserted within packet data may
enable a network device, for example, the communication
device 101, to determine a type of traffic that is received by the
device. The mark may classify and/or describe the packet
data. The mark data may enable a network device such as the
communication device 101 to determine a type of data with-
out having to perform deep packet inspection. The marks may
be standardized and/or non-standardized, for example, mark-
ing techniques may be proprietary. In various embodiments
of'the invention, the marks may be tags, for example, that may
be utilized based on an IEEE 802.3 standard and/or an exten-
sion and/or variation thereof. A packet data mark may com-
prise an Ethertype, for example. Moreover, marking may be
placed within a packet payload, an IP header, an IP tag and/or
an IP payload, for example. In this manner the marking infor-
mation may be communicated to network devices.

In an exemplary aspect of the invention, the communica-
tion device 101 may be operable to communicate information
regarding its own routing parameters and/or costs to one or
more neighboring communication devices. In addition, the
communication device 101 may be operable to receive simi-
lar information from one or more of its neighboring commu-
nication devices and may make decisions about where, when
and/or how to route the various types of traffic based on that
information.

In an exemplary embodiment of the invention, the commu-
nication device 101 may be operable to send multi-party
Internet interactive gaming packets to a specified destination
via one or more routes. For example, the communication
device 101 may have a packet that is pending delivery. The
packet may comprise a mark and/or tag which indicates that
a destination end device for the packet has multi-party Inter-
net interactive gaming capabilities. The communication
device 101 may choose a route for communicating the packet
that comprises communication devices capable of transmit-
ting the gaming packet with the lowest latency rather than a
route that may comprise fewer hops but would result in higher
latency. In this regard, the communication device 101 may
utilize packet preemption, real time compression and/or tier
bypass to communicate the gaming packet with a latency low
enough to support the multi-party interactive Internet gaming
application. Moreover, the communication device 101 may
alsoutilize shortest path bridging and/or audio video bridging
to route the gaming data with the required latency. In addition
to latency considerations, power efficiency may be consid-
ered along with latency requirements when determining a
route for the gaming packets.

The processor 123 may be operable to determine routing
and/or processing criteria for data that may be pending deliv-
ery from the communication device 101. In this regard, the
processor 123 may be operable to consider trade-offs between
various routing parameters, costs and/or desired performance
for routing the data via one or more communication devices
along a communication path. In this manner, a communica-
tion path through a network may be determined based on one
or more of a plurality of routing criteria, routing parameters
and/or costs that may comprise, for example, user device
capabilities, service class, packet preemption, real time com-
pression, quality measures, tier bypass, power consumption,
shortest path route, audio video bridging, bandwidth,
memory and processing. The tradeoffs may be determined
based on, for example, a type of data being transmitted, a
particular class and/or type of service being provided, and/or
based on user and/or service provider preference.
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FIG. 2 is a block diagram illustrating an exemplary plural-
ity of communication devices that are enabled to route data
based on one or more of routing parameters, costs associated
with a device and/or data mark and/or tag information, in
accordance with an embodiment of the invention. Referring
to FIG. 2, there is shown a communication system 200. The
communication system may comprise two communication
devices 201a and 2015 and/or a plurality of communication
links 212. The communication devices 201a and/or 2015 may
comprise memories 221a and/or 2215 respectively.

The communication devices 201a and 2015 may be similar
and/or substantially the same as the communication device
101 described with respect to FIG. 1. The communication
devices 201a and 2015 may be operable to communicate via
a plurality of communication links 212. In an exemplary
embodiment of the invention, the plurality of links 212 may
be Ethernet links. In this regard, the plurality of links 212 may
comprise, for example, unshielded twisted pair cables,
coaxial cables, fiber optic cables, and/or wireless connec-
tions. The memory devices 221a and/or 2215 may be similar
and/or substantially the same as the memory 121 described
with respect to FIG. 1. The memory devices 221a and/or 2215
may comprise one or more of tables, databases, and other data
structures that may comprise the routing parameters, network
node capabilities, costs associated with routing via the com-
munication device 201a and/or 2015 and/or data received via
marks and/or tags within packet data that may provide infor-
mation about how to route the packet data.

In operation, the communication device 201¢ may com-
prise suitable logic, circuitry, interfaces and/or code that may
be operable to determine criteria for routing data that may be
pending delivery based on one or more marks and/or tags
and/or bits that may be embedded within the data. For
example, the communication device 201a may receive data
that may comprise one or more markings and/or tags that may
indicate the criteria for processing and/or routing the data via
one or more network nodes to one or more endpoint devices,
described with respect to FIG. 3.

In addition, the communication device 201a may be oper-
able to determine various parameters, capabilities and/or
costs of one or more network nodes, for example, the com-
munication device 2015, that may be operable and/or avail-
able for routing the data to one or more network nodes and/or
endpoint devices. The communication device 201la may
determine and/or select one or more routes over which the
data may be communicated based on the determined criteria
for the data and/or the routing parameters, network node
capabilities and/or the costs associated with one or more
communication devices, for example the communication
device 2015. In various embodiments of the invention, the
one or more markings, tags and/or bits that may be embedded
within the data may correspond to various routing param-
eters, capabilities and/or costs of a communication device
and/or network node. In this regard, the markings, tags and/or
bits may indicate how the data may be processed and/or
routed.

The routing parameters, capabilities and/or costs may be
communicated to the communication device 201a and/or
between network nodes via one or more of a plurality of
methods. For example, the routing parameters capabilities
and/or costs associated with the device 2015 and/or other
network nodes may be communicated to the communication
device 201a during auto-negotiation with the communication
device 201a. In another exemplary embodiment of the inven-
tion, the routing parameters, capabilities and/or costs of the
communication device 2015 and/or other network nodes may
be communicated utilizing link layer discovery protocol
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(LLDP). In this regard, the communication device 201a may
be operable to query the device 2015 utilizing simple network
management protocol (SNMP) for the parameters, capabili-
ties and/or costs stored in the memory 20156. Moreover, bridge
protocol data units (BPDUs) may be modified to indicate
routing parameters, capabilities and/or cost information for a
network node. Notwithstanding, the invention is not limited
to any specific method of identifying parameters, capabilities
and/or costs of one or more network nodes and any suitable
method may be utilized. For example, proprietary methods
and/or standardized methods may be utilized.

One or more exemplary routing parameters and/or capa-
bilities of the communication devices 201a, 2015 and/or
other network nodes may enable packet preemption. Packet
preemption may allow packets with a greater need to be
delivered sooner than other packets to be delivered prior to the
other packets. In this regard, prioritization of packets may be
based on, for example, service class and/or latency require-
ments. For example, the communication device 201a may
route data that may have originated from different applica-
tions such as voice over Internet protocol (VOIP), multi-party
interactive Internet gaming, email and/or web browsing. The
different applications may have different latency require-
ments for communicating the data with a desired level of
performance. Data marking, tags and/or information com-
prised within a packet and/or packet data may indicate a
desired latency for the packet. In this regard, the communi-
cation device 201a may schedule transmission of one or more
packets that are pending delivery so that packets requiring
lower latency are transmitted prior to packets with less strin-
gent latency requirements. The communication device 201a
may re-order the schedule to accommodate newly arrived
packets requiring low latency routing. Alternatively, when the
communication device 201a is currently in a process of trans-
mitting a first packet with less stringent latency requirements
and a second packet with more stringent latency requirements
becomes available, the transmission of the first packet may be
interrupted and the second packet may be transmitted. Once
transmission of the second packet has completed and/or there
are no other packets of lower latency requirements that are
suitable to transmit, the communication device 101 may con-
tinue to transmit the first packet. U.S. Patent Application Ser.
No. 61/228,368, which was filed on Jul. 24, 2009.

Another exemplary routing parameter and/or capability of
the communication devices 201a, 2015 and/or other network
nodes may enable real time compression between two net-
work nodes. In this regard, a sending and receiving node may
be operable to handle real time compression wherein the
sending node may be operable to reduce the length ofa packet
and/or transmit fewer packets to transmit a specified data and
the receiving node may be operable to decompress the packet
data. For example, real time video compression within a
transmitting network node such as the communication device
201a, may be utilized to compress video data that may be
received by a receiving network node such as the communi-
cation device 2015. In various exemplary embodiments of the
invention, the video data may be reduced by a factor of two
and/or the compression may be lossless and/or near lossless.
In this regard, data communicated via the communication
devices 201a, 2015 and/or other network nodes may com-
prise information regarding how the communicated data may
be compressed with regard to loss. For example, a mark, tag
and/or bits comprising the compression information may be
inserted within a packet. The tag and/or bits may be inserted
by an endpoint device that may have originated the packet
and/or by a service provider handling the packet for example.
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Moreover, other types of routed data, for example, text and/or
voice may be compressed and/or decompressed by a pair of
nodes handling the routed data.

Power consumption information for one or more network
nodes may be utilized to make routing decisions. For
example, information regarding power consumption may
comprise how much power a communication device con-
sumes when communicating data at a specified bandwidth.
For example, a specified number of Watts and/or Joules uti-
lized for a specified transmitted bits per second may be speci-
fied. In this regard, power consumption information, for
example, Joules per bit for a communication device may be
stored within the device and/may be communicated to other
communication devices that may route data to that device.

In another exemplary embodiment of the invention, the
information regarding power consumption may comprise a
current level of power usage by a communication device, for
example, indicating a level of power consumption at a certain
time. The current level of power consumption may be com-
municated to and/or discovered by other communication
devices. U.S. Patent Application Ser. No. 61/228,432, which
was filed on Jul. 24, 2009 discloses various aspects for mak-
ing routing decisions based on power consumption, and is
hereby incorporated herein by reference in its entirety. Crite-
ria for power consumption and/or bandwidth for communi-
cating specified data may be determined. For example, a
power per bandwidth criteria may comprise a specified num-
ber of Watts and/or Joules utilized for a specified number of
transmitted bits per second. In this regard, information within
apacket header, for example, a within a marking and/or a tag
and/or a parameter, may indicate power consumption criteria
and/or other criteria for communicating the packet. In various
embodiments of the invention, reserved bits in an OS] layer
two or higher OSI layer header may be utilized to communi-
cate the power consumption and/or bandwidth criteria, for
example.

The communication device 201a may be operable to con-
sider trade-offs between bandwidth and power consumption
to determine a best route for the data pending delivery. A
communication path through a network may be determined
based on various criteria corresponding to data pending trans-
mission and/or on power consumption characteristics of com-
munication devices along the communication path. The
tradeoff may be determined based on, for example, a desired
latency, desired bandwidth, service class, performance, short-
est path bridging and/or power consumption.

FIG. 3A is a block diagram illustrating an exemplary
packet comprising an OSI L2 mark, in accordance with an
embodiment of the invention. Referring to FIG. 3A, there is
shown a data packet 300 that may comprise a start of a packet
header 302, a MAC source address header (MAC SAH) 304,
a MAC destination address header (MAC DAH) 306, a pay-
load 308, and an end of packet header 310 and a mark 312.

The start of packet header 302 may comprise data that may
indicate to a receiving communication device, for example
the communication 2015, where the packet 300 begins. The
MAC SAH 304 may comprise data that may indicate which
communication device is transmitting the packet 300 and the
MAC DAH 306 may indicate which device is receiving the
packet 300. The payload 308 may comprise packet data and/
or headers for OSI higher layer processing. The payload 308
may comprise data transmitted from an endpoint device that
may be stored in the endpoint device and/or generated by an
application in the endpoint device. For example, the payload
308 may comprise video conferencing data, multi-party Inter-
net gaming data, VOIP data and/or web browsing data, for
example. Accordingly, the payload 308 may require a speci-



US 9,264,341 B2

11

fiedlevel of latency in order to realize an acceptable quality of
communication. Moreover, the payload 308 may require a
specified class of service based on a service or subscriber
agreement purchased by a user associated with the payload
308. The end of packet 310 may indicate to a receiving device
2015 where the packet 300 ends. The mark 312 may comprise
bits embedded within the packet 300 and/or may be part of an
OSI layer 2 and/or higher OSI layer header. For example, an
endpoint device, application software on the endpoint device
and/or a network node may be operable to originate commu-
nication of the payload 308 and/or may generate a mark in an
OSlI layer 2 or higher OSI layer header. In another exemplary
embodiment of the invention, a service provider that may
manage and/or operate the communication devices 201a and/
or 20154, for example, may insert a mark into a packet.

The packet 300 may comprise one or more marks and/or
embedded bits that may indicate criteria for processing and/or
routing the packet 300 via one or more network nodes, for
example, via the communication devices 201a and/or 2015.
In various embodiments of the invention, the one or more
marks, tags and/or embedded bits within the packet 300 may
correspond to various routing parameters, network node
capabilities and/or costs associated with a specified commu-
nication device and/or network node. In this regard, the mark,
tag and/or embedded bits may indicate how the packet 300
may be processed, prioritized and/or routed.

FIG. 3B is a block diagram illustrating an exemplary
packet comprising an OSI Ethertype mark, in accordance
with an embodiment of the invention. Referring to FIG. 3B,
there is shown a data packet 320 that may comprise the start
of a packet header 302, the MAC source address header
(MAC SAH) 304, the MAC destination address header (MAC
DAH) 306, and the end of packet header 310. In addition,
there is shown an Ethertype 322, a payload 324, a subtype
mark 326 and a payload 328.

The Ethertype 322 field may comprise information that
may be utilized to identify the protocol being transported in
the packet, for example, IPv4 or IPv6. The protocol indicated
by the Ethertype may utilize marks within the data packet 320
that may specify a type of traffic that the packet 300 belongs
to. The type of traffic may indicate how the packet 300 may be
processed, prioritized and/or routed. In this regard, a network
device may look for the marks within the payload 234 when
the Ethertype 322 field indicates a protocol that utilizes the
marks. In an exemplary embodiment of the invention, the
network device may be operable to parse the payload 328 to
find the subtype mark 326 that may comprise the traffic type
information.

FIG. 3C is a block diagram illustrating an exemplary
packet comprising an IP mark, in accordance with an embodi-
ment of the invention. Referring to FIG. 3C, there is shown a
data packet 330 that may comprise the start of a packet header
302, the MAC source address header (MAC SAH) 304, the
MAC destination address header (MAC DAH) 306 and the
end of packet header 310. In addition, there is shown an
Ethertype 332 an IP header 334, a payload 336, an IP mark
338 and a payload 340.

The Ethertype 332 field may comprise information that
may be utilized to identify the protocol being transported in
the packet, for example, IPv4 or IPv6. The IP header 334 may
comprise information about the packet such as an ID and/or
version for the packet, source and destination information
and/or protocol information. In various embodiments of the
invention, the IP header 334 may comprise a mark to indicate
the type of traffic or content comprised within the packet that
may determine how the packet 300 may be processed, priori-
tized and/or routed. In other embodiments of the invention,
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the mark may be embedded in the IP payload 336. For
example, a network device that may receive the packet 330
may parse the IP payload 336 to find the IP Mark 338 that may
comprise the traffic type information.

In operation, one or more packets, for example, the one or
more of the packets 300, 320 and 330 may be generated by an
endpoint device (described with respect to FIG. 4). The end-
point device may have a certain capability and/or may host an
application that may generate one or more of the packets 300,
320 and 330. For example, the packets 300, 320 and/or 330
may comprise multi-party interactive Internet gaming data
that may require a very low latency in order for the interactive
game to adequately communicate high speed input by a plu-
rality of users. The endpoint device may generate one or more
of the marks 312, 326 and/or 338 that may indicate the end-
point device multi-party interactive Internet gaming capabil-
ity. In this regard, a network node, for example, the commu-
nication device 201a may receive one or more of the packets
300, 320 and 330 and may parse the packet and/or may
perform packet inspection in order to determine the endpoint
device capabilities. For example, the communication device
201a may inspect the mark 312, 326 and/or 338 and may
determine that the packet 300, 320 and/or 330 comprises
multi-party interactive Internet gaming capability and/or
requires very low latency communication. Accordingly, the
communication device 201a may determine a path for routing
the packet 300, 320 and/or 330 based on one or more routing
parameters stored within the device. For example, the com-
munication device 201a may route packets based on shortest
path bridging and/or may utilize AVB. Furthermore, the com-
munication device 201a may perform real time compression
on the one or more packets 300, 320 and 330 data that may
reduce the packet size by a factor of two, for example. The
communication device 201a may also preempt one or more
other packets that may be pending delivery by the device 201
so that the multi-party interactive Internet gaming data from
the packets 300, 320 and/or 330 may be communicated to the
communication device 2015, for example, with very low
latency.

FIG. 4 is a block diagram illustrating an exemplary data
delivery route comprising endpoint devices and a plurality of
network nodes which may be determined based on routing
parameters, costs associated with a device and/or marked
and/or tagged packet data, in accordance with an embodiment
of the invention. Referring to FIG. 4, there is shown, a net-
work 400 comprising two endpoint devices 4054 and 4055
and seven network nodes 401a, 4015, . . . , 401g. In addition,
the network 400 comprises network paths 411 and 413.

The two endpoint devices 405a and/or 4056 may comprise
suitable logic, circuitry, interfaces and/or code that may be
operable to communicate via the network 400 wherein packet
markings and/or tags, routing parameters and/or costs may be
utilized to meet various routing and/or communication crite-
ria. Moreover, the endpoint devices 405a and/or 4055 may be
operable to communicate via the network 400 utilizing AVB.
In an embodiment of the invention, the endpoint device 4054
may be a server operated by a service provider and the end-
point device 4055 may be a user device, for example, a laptop,
however, the invention is not so limited. In this regard, the
endpoint devices 405a and/or 40556 may be any suitable com-
munication device, for example, the endpoint devices 405a
and/or 4056 may comprise a mobile phone, a smart phone, a
media player, a gaming device, a location device, a video
server, a service provider head-end and/or a set-top-box. In
various embodiments of the invention, the endpoint devices
4054a and 4055 may be the same and/or similar devices, for
example, two laptops.
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The network nodes 401a, 4015, . . . , 401g may comprise
suitable logic, circuitry, interfaces and/or code that may be
operable to transmit and/or receive data via the network 400.
For example, the network nodes 401a, 4015, . . . , 401g may
comprise a bridge, a switch and/or a router. The network
nodes 401a, 4015, . . . , 401g may be similar and/or substan-
tially the same as the communication devices 101, 201a and/
or 2015, for example. In this regard, one or more of the
network nodes 401a, 4015, . . . , 401g may comprise one or
more routing parameters and/or stored network node capa-
bilities that may be utilized for routing data via the network
400 as described with respect to, for example FIG. 1, FIG. 2
and/or FIG. 3. Furthermore, one or more costs may be asso-
ciated with one or more of the network nodes 401a,
4015, .. .,401g as described with respect to, for example FIG.
1, FIG. 2 and/or FIG. 3. The network nodes 401a, 4015, . . .,
401g and/or the endpoint devices 4054 and/or 40556 may be
operable to communicate at any suitable standard and/or non-
standard speed, may operate based on any suitable standard
and/or non-standard technology and/or may communicate
over any suitable medium, for example, copper, optical, wire-
less and/or backplane technologies, and/or may utilize and
suitable connection type, for example, PON. For example, the
network 400 may be a heterogeneous wired and/or wireless
network. Moreover, the network 400 may be comprise any
suitable deployment type, for example, the network 400 may
comprise a service provider network, a content provider net-
work, a consumer network, an access network, a distribution
network, an enterprise network, a data center and/or a wire-
less backhaul network.

The network path 411 may comprise a least cost path
and/or a lowest latency path between the end devices 405a
and 4055. The network path 413 may comprise the shortest
path between the endpoint devices 405a and 4055. In various
embodiments of the invention, there may be a plurality of
paths through a network where some nodes within the net-
work may be bypassed, for example, based on routing param-
eters, costs associated with a device and/or marked and/or
tagged packet data, for example.

In operation, a user of the endpoint device 4056 may have
a service agreement with a service provider for communicat-
ing data based on a specified service class. For example, the
service class may specify a minimum bandwidth and/or
latency that a user of the endpoint device 4056 may be entitled
to for a specified type of data. In an exemplary embodiment of
the invention, the endpoint device 4054 may be a video server
that may stream video to the endpoint device 4055 via the
network 400. The endpoint device 4055 may be a set top box,
for example. The endpoint device 405a may insert one or
more markings and/or tags within one or more packets of the
video stream to indicate the user’s specified service class to
network nodes that may handle the video stream. The network
nodes 401q, 4015, . . ., 401f may comprise various routing
parameters, network node capabilities and/or associated costs
that may enable the network nodes 401a, 4015, . . . , 401f'to
handle and/or route a video stream from the endpoint device
4054 to the endpoint device 4055 in accordance with the
user’s specified service class. The network node 401g may
have limited routing parameters and/or limited network node
capabilities. Moreover, the network node 401g may have one
or more associated costs with regard to bandwidth, memory
and/or processing, for example, which may indicate that the
network node 401g may not be able to handle the video
stream data at the user’s specified service class. In this regard,
the video stream communicated from the endpoint device
405a to the endpoint device 4055 may optimally be routed via
the network nodes 401a, 4015, 401c¢, 401 and/or 401/ In this
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manner, the video stream may be communicated in accor-
dance with the user’s specified service class even though
another route via the network nodes 401a, 401¢g and/or 401/
may comprise a fewer number of hops.

In another exemplary embodiment of the invention, vari-
ous routing parameters and/or capabilities of the network
nodes 401a, 4015, . . . , 401f may enable quality measure-
ments to be taken within the network nodes. The quality
measurements may be utilized to improve routing of data
between the endpoint devices 405a and/or 40556. The quality
measurements may be taken for specified data and/or a speci-
fied packet handled by the network nodes 401a, 4015, . . .,
401f. Moreover, the quality measurements may be utilized to
report performance problems to an endpoint device, a user
and/or service provider. In this regard, the network node
401a,4015, . ..,401fmay be operable to receive data from the
endpoint device 4054, may measure various performance
metrics, and may send the measurements back to the endpoint
device 405a. For example, packet retries, latency, data rate,
packet error rate and/or duration of errors may be measured
and/or reported back to the endpoint device 401a.

In another embodiment of the invention, quality measure-
ments may be taken at an endpoint device that may be receiv-
ing and/or rendering the data and the quality measurements
may be reported back to an originating endpoint device and/or
a service provider for example. In this regard, the receiving
device, for example, the endpoint device 4055 may send data
comprising various performance measurements such as dB
ratios, signal to noise ratios and/or packet errors to the end-
point device 405a and/or a service provider. The endpoint
devices 405a and/or 40556 and/or the service provider may
indicate that quality problems may be occurring in the net-
work 400 and/or may provide information to the network
nodes 401a, 4015, . . ., 401f. The provided information may
enable improvement in network performance. The informa-
tion may be communicated to the network nodes 401a,
4015, . . ., 401fby inserting marks, tags and/or information
within data that may be routed via the network 400. For
example, a user of the endpoint device 4055 may subscribe to
and/or purchase a service agreement from a service provider
for a specified class of service and/or for a specified band-
width, for example. The user device may measure the quality
of'service it receives and may report it to the service provider.
Based on the user’s service agreement and/or the quality
measurements, the service provider may mark, tag and/or
otherwise indicate within packets being sent to the endpoint
device 4055 how to handle and/or route the data according to
the service agreement. Routing parameters within network
nodes 401a, 4015, . . ., 401/ may enable the network nodes to
handle the data according to the specified quality of service.

In various embodiments of the invention, the network
nodes 401a, 4015, . . . , 401 may comprise a heterogeneous
mix of network devices. For example, a network may be
undergoing a phased upgrade where at an instant in time, a
portion of network devices are upgraded or new and a portion
of'legacy devices have not yet been upgraded. In this regard,
the upgraded network devices may be operable to detect data
markings or tags and operate according to information pro-
vided by the markings and/or tags while the legacy network
devices are not operable to utilize the marking and/or tag
information. The markings and or tags may be inserted into
packets in such a way that operation of the legacy network
devices is not disrupted by the inserted information.

In an exemplary embodiment of the invention, devices
within the network 400, for example, network devices at the
edge of a bounded network such as the network node 401/,
may be operable to insert markings and/or tags within a
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packet. This might occur, for example, when an endpoint
device does not have marking capability or for example, when
a service provider is operable to marks packets.

FIG. 5 is a flow chart illustrating exemplary steps for rout-
ing data based on one or more of routing parameters, costs
associated with a device and/or data marking and/or tag infor-
mation, in accordance with an embodiment of the invention.
Step 501, is a start step. In step 503, based on a mark within a
packet that may be pending delivery, determine a traffic type
for the packet. For example, for the packet 300 that may be
communicated from the device 2014, determine a traffic type
based on the mark 312 information within the packet 300. In
step 505, one or more routes may be determined for commu-
nication of the packet 300 via one or more communication
devices based on one or more of the determined criteria,
routing parameters and/or costs associated with the one or
more communication devices. In step 507, one or more of the
determined routes for communicating the packet 300 may be
selected based on the determined criteria. In step 509, the
packet 300 may be communicated via the selected one or
more determined routes, for example, to the communication
device 2015. Step 511, is the end of exemplary steps.

In an embodiment of the invention, one or more processors
and/or circuits in one or more of a plurality communication
devices, for example, 201a and/or 2015, and/or 401a,
4015, . . ., 401g, may determine one or more routes over
which packets, for example, the packet 300, may be commu-
nicated. The packets may be communicated between a first
communication device, for example 201a of the plurality of
communication devices and a second communication device,
for example, 2015 of the plurality of communication devices.
Furthermore, the packets may be communicated based on one
or more of corresponding marks and/or tags, for example, the
mark and/or tag 312 within the packets, routing parameters
and/or costs that may be associated with utilizing the deter-
mined routes. At least one determined route may be selected
for communicating the packets between the first communi-
cation device and the second communication device and the
packets may be communicated via the at least one selected
route. The parameters may comprise information for one or
more of service class capabilities, real time compression
capabilities, packet preemption capabilities, quality measure-
ment capabilities, tier bypass capabilities and power usage,
for example. The one or more costs may comprise informa-
tion for one or more of capacity, efficiency and/or perfor-
mance of one or more of power usage, bandwidth, memory
and processing, for example. Moreover, the one or more
corresponding marks and/or tags may comprise information
for one or more of user device capabilities, service class,
quality measurements, latency requirements and power usage
requirements, for example. The corresponding marks and/or
tags, for example, the tag 312, may be inserted within the
packets, for example, the packet 300, by one or more of an
endpoint device, for example the endpoint device 405a, a
software application and/or a service provider.

One or more routes, for example, the route 411 over which
the packets may be communicated may be determined and/or
selected based on one or more of shortest path bridging and
audio video bridging. Additionally, one or more routes, for
example the route 411, over which the packets may be com-
municated may be selected based on the one or more corre-
sponding marks and/or tags within the packets, the routing
parameters and/or the costs. The routing parameters and/or
the costs may be received and/or discovered from the plurality
of communication devices, for example, the communication
devices 2015. The packets, for example, the packet 300 and/
or the corresponding marks and/or tags, for example, the
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mark and/or tag 312, may be parsed and/or inspected. One or
more costs may be based on one or more of the routing
parameters. In this manner, routing of packet data via one or
more network nodes may be based on marks and/or tags
within the data, routing parameters and/or costs associated
with the one or more network nodes.

Another embodiment of the invention may provide a
machine and/or computer readable storage and/or medium,
having stored thereon, a machine code and/or a computer
program having at least one code section executable by a
machine and/or a computer, thereby causing the machine
and/or computer to perform the steps as described herein for
dynamic routing and/or switching in a network.

Accordingly, the present invention may be realized in hard-
ware, software, or a combination of hardware and software.
The present invention may be realized in a centralized fashion
in at least one computer system or in a distributed fashion
where different elements may be spread across several inter-
connected computer systems. Any kind of computer system
or other apparatus adapted for carrying out the methods
described herein is suited. A typical combination of hardware
and software may be a general-purpose computer system with
a computer program that, when being loaded and executed,
controls the computer system such that it carries out the
methods described herein.

The present invention may also be embedded in a computer
program product, which comprises all the features enabling
the implementation of the methods described herein, and
which when loaded in a computer system is able to carry out
these methods. Computer program in the present context
means any expression, in any language, code or notation, of a
set of instructions intended to cause a system having an infor-
mation processing capability to perform a particular function
either directly or after either or both of the following: a)
conversion to another language, code or notation; b) repro-
duction in a different material form.

While the present invention has been described with refer-
ence to certain embodiments, it will be understood by those
skilled in the art that various changes may be made and
equivalents may be substituted without departing from the
scope of the present invention. In addition, many modifica-
tions may be made to adapt a particular situation or material
to the teachings of the present invention without departing
from its scope. Therefore, it is intended that the present inven-
tion not be limited to the particular embodiment disclosed,
but that the present invention will include all embodiments
falling within the scope of the appended claims.

What is claimed is:

1. A method comprising:

at a network node of a communication network, receiving

over a network a packet from a first endpoint device to be
communicated to a second endpoint device;

parsing the packet to identify a type field and mark infor-

mation inserted in the packet by the first endpoint
device, the mark information defining a traffic type of
content of the packet, the mark information being inde-
pendent of and additional to any addressing or protocol-
identifying information otherwise contained in the
packet;

determining from the type field that a protocol being trans-

ported by the packet utilizes the mark information;

if the packet utilizes the mark information, determining,

from the mark information, criteria for routing the
packet from the network node;

using the criteria for routing the packet, selecting a route

over which the packet may be communicated from the
network node; and
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communicating the packet from the network node via the

selected route.

2. The method of claim 1 further comprising:

storing at the network node routing parameters for packets

communicated at the network node, including the
packet; and

retrieving the stored routing parameters for the packet

using the mark information inserted in the packet.

3. The method of claim 1 wherein parsing the packet com-
prises:

identifying an Ethertype field in the packet;

identifying a payload field in the packet;

determining from the Ethertype field that a protocol being

transported by the packet utilizes the mark information;
and

parsing the payload field to identify a subtype mark which

includes the traffic type of the content of the packet.

4. The method of claim 1 wherein parsing the packet com-
prises:

identifying an Ethertype field in the packet;

identifying a payload field in the packet;

determining from the Ethertype field a protocol being

transported by the packet

determining from the protocol that the mark information is

utilized by the protocol;

identifying an internet protocol (IP) header in the packet;

and

parsing the IP header to identify a mark which defines the

traffic type of the content of the packet.

5. The method of claim 1, further comprising:

determining, from the mark information, communication

protocol criteria for the packet;

using the communication protocol criteria, identifying a

latency condition for the packet from routing parameters
storing at the network node for packets communicated at
the network node; and

processing the packet according to the identified latency

condition.

6. The method of claim 5 wherein processing the packet
according to the identified latency condition comprises:

using the identified latency condition to select a route over

which the packet may be communicated from the net-
work node having a latency conforming to the identified
latency condition.
7. The method of claim 5 wherein determining communi-
cation protocol criteria comprises determining that the packet
comprises multi-party interactive Internet gaming data
requiring a relatively very low latency condition.
8. The method of claim 1 wherein determining, from the
mark information, criteria for routing the packet from the
network node comprises determining routing parameters and
costs associated with possible routes for routing the packet
from the network node from among stored routing parameters
and stored costs stored in memory at the network node.
9. The method of claim 8 further comprising:
receiving at the network node information defining routing
parameters and costs and capabilities for the first end-
point device and the second endpoint device; and

storing the received information in the memory at the net-
work node.

10. The method of claim 8 further comprising:

receiving at the network node information defining routing

parameters and costs and capabilities for other network
nodes in data communication with the network node and
one of the first endpoint device and the second endpoint
device;
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storing the received information for other network nodes in
the memory at the network node; and

using the criteria for routing the packet from the mark
information and the stored information for other net-
work nodes to select the route over which the packet may
be communicated from the network node.

11. A network node comprising:

a memory configured to store data defining routing param-
eters for packets communicated from the network node
to other destinations in a network including the network
node, the data received from other network devices in
the network;

a circuit configured to receive over the network a packet
from a network source to be communicated to a network
destination;

a circuit configured to parse the packet to identify in the
packet mark information inserted in the packet by a first
endpoint device, the mark information being indepen-
dent of and additional to any addressing or protocol-
identifying information otherwise contained in the
packet;

a circuit configured to determine, using the mark informa-
tion, routing criteria for the packet;

a circuit configured to select from the memory, using the
determined routing criteria, routing parameters for the
packet;

a control plane configured to select a packet route through
the network for the packet using the selected routing
parameters for the packet; and

routing circuitry responsive to the control plane to route the
received packet to a proper egress link from the network
to the selected packet route.

12. The network node of claim 11 further comprising:

a circuit configured to parse the packet to identify a proto-
col type of the packet;

a circuit configured to determine from the protocol type
that a protocol being transported by the packet utilizes
the mark information;

a mark identifying circuit configured to parse a predeter-
mined field of the packet to identify a mark which iden-
tifies the traffic type of the content of the packet;

the circuit configured to determine the routing criteria for the
packet being configured to respond to the identified traffic
type to determine the routing criteria.

13. The network node of claim 12 wherein the mark iden-
tifying circuit is configured to parse a payload of the packet to
identify the mark.

14. The network node of claim 12 wherein the mark iden-
tifying circuit is configured to parse an internet protocol (IP)
header of the packet to identify the mark.

15. The network node of claim 11 wherein the memory is
further configured to store data defining device capabilities
and routing costs for packets communicated from the net-
work and wherein the network node further comprises a cir-
cuit configured to consider tradeofts between routing param-
eters, device capabilities and routing costs for routing the
packet and for use by the control plane to select the packet
route.

16. The network node of claim 15 wherein the circuit
configured to consider tradeoffs operates in response to a type
of data of the packet, a class of service being provided by the
packet, a type of service being provided by the packet or an
expressed preference.

17. A method comprising:

at an endpoint device of a communication network, for-
matting a packet with a source address, a destination
address, and a payload;
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formatting the packet with a mark, the mark being inde-
pendent of other content of the packet, the mark defining
routing criteria for the packet for routing the packet by
network nodes of the communication network, the mark
for use by the network nodes for decoding the routing
criteria by retrieving routing information for the packet
from storage at the network nodes using information in
the mark; and

communicating the packet to a first network node for rout-

ing to a network destination defined by the destination
address.

18. The method of claim 17 wherein formatting the packet
with a mark comprises:

formatting the mark with data defining routing parameters

for network nodes of the communication network; and
inserting the formatted mark at an appropriate location in
the packet.

19. The method of claim 18 wherein inserting the format-
ted mark at an appropriate location in the packet comprises
inserting the formatted mark in the payload of the packet.

20. The method of claim 18 wherein inserting the format-
ted mark at an appropriate location in the packet comprises
inserting the formatted mark in the packet in such a way that
communication of the packet including the formatted mark
through legacy devices of the communication network does
not disrupt operation of the legacy devices.
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